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The Political and Economic Implications of cybersecurity
threats in Nigeria
Abstract:

Over the years, the rapid expansion of the internet and the
widespread use of various applications have brought about
increasingly concerning security threats. Cybercrimes, which
include spamming, identity theft, pornography, hacking, fraudulent
emails, piracy, and phishing, occur daily and pose a significant
global issue, particularly in Africa, where the impacts are severe.
In several African countries, especially Nigeria, there are frequent
breaches of electronic data from government agencies, often
carried out by terrorist groups aiming to destabilize political
regimes. Numerous incidents in the past decade have highlighted
the cybersecurity risks facing African States. cybersecurity systems
in many African countries remain insufficient. The 2023
Cybersecurity Report reveals that cybersecurity measures in both
the public and private sectors are below average, making Africa
one of the most vulnerable regions worldwide. Nigeria is a key
case study where cybercrime has surged over the past decade. This
paper examines the political and economic repercussions of
cybersecurity threats in Nigeria. The analysis emphasizes the
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impact of cybercrimes and attacks on the Nigerian economy at both
the macro and micro levels, in addition to the repercussions of
these attacks on the effectiveness of state institutions and security
agencies in Nigeria, to the extent that it has been reflected in the
reputation and credibility of the state on a large scale.

Key words: Cybersecurity- cybercrime- Nigeria- cyber security
index- competitiveness.
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Impacts, 2022, at:https://doi.org/10.36227/techrxiv.21670718.v1

@9 Hetram yadav and Shashant Gour: “Cyber Attacks: An Impact on Economy
to an Organization”, International Journal of Information &
Computation Technology, Vol 4, No. 9, at:
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@) NCSI: National Cybersecurity Index: Methodology, at:
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Source: Statista: Estimated cost of cybercrime worldwide 2018-2029, at:
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FOC_Africa%20Cyberthreat%20Assessment%20Report_2024 complet E

N%20v4.pdf
[ 101 ]




L B Al mad) ) cilangal Apalaidy) g dpaband) il |a3))
dgaaa (pall A plasd
okl Heua a3
L A g Ao LaiaV) g Ailaady) & gall g sl jall Judll ()5 Alaa

YOY ale by gl oigd hame HLAY) Gl LS o€ aa ) ieds s
Nigerian Communications Commission 4 ypasill c¥laiy) d8al &yad
s e 0 v gy Ly b Al 2ihall ZulaidY) iludll (NCC)
2Ll AadlSa AUSH) daslil) Adlally AnleaidY) el dial alaw s LS L Lgia

s 83yha 831y Economic and Financial Crimes Commission (EFCC)

de () YeYe Ll e sl B Giledal DG e SV Luhd) ahall s
Ahand) clagilly aihall slaim¥) cbelsl) Jla) (Ko ale ISy (MY Yy
L ¢ Bl gginnal) e calpdlill YV s ¢ fiannsy (e gana b Lysaad b
23S LaladY ) el 5l 40l s

Al sl e Lilnad) Cluagilly ailall il -

sl e Lpan b dihad) Glaagilly dlall ey Vel i3
SV aihall oda (535 3 Aga (ped . Lyiat 8 Aalaal JleeY) Clicigag dpalaiay!
22 eha ylad e 02 Lo dagn Jleet) cilabiial dudlall 5m) i)
dga Oy -Abiical) LaliV) Lghalad g Lgilaglaal 38y (e dile (gohaiti Lag Cilangll
03gs Shmadl Y] Srieny Laldll CallSill gl e @l s il gyl
L) leag)) 538 (e aally dgalsal ISl

Yo e ol JleeY) lalie ol Ty adl ) 5lay) jaad slad) 18 g
@9 T Loy JleeY) Shlae 3 V) Ayl b Lhadd) Clangll Cels
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nigeria/#:~:text=An%?20Increasingly%20Common%20Crime&text=The%2
ONigeria%20Communications%20Commission%20(NCC,million%20per%
20annum%20t0%?20cybercrime.

©5 Umaru Ibrahim: op.cit.

[ oy ]




dasae dale Aga— Ao lain¥) g il & gandl g ciluad jall Juil) 531 9 Adaa
(ISSN: 2536 - 9555)

e YTy Lo b AEN dnyal el o ae Gllly Aol el

(£) pdy S5
Feogl W) 550 Tady Y- Yeg Y- VY (pla) Led (§ Jlasl ol

il g Sy plalh 2 s
L REAEEN BRELA
0 10 20 a0 40 50

Source: Allianz Risk Barometer 2024, at:
hm:-s f.-’commen:ual allna nz.com/content/dam,/ cnemarketlngf commercial/com

AL Ggiad) Ao Al Ciligilly adlad) J.éi; o

cClaally e cpyaiicaddl e aall BRI B Sale Ahuad) alhall e
M35 g SN wihally Jlaa¥l e iy & B 4l O el @y Cua
e sdle . bl qmma\gﬁ@@%m‘ﬁu\mwmm
(il 8 Aigra dalsi g <)) Cilengd Gy G Adadl) SISHAD ol celld
O ) alahall iy L salaidY) Laliall Gadiy cailagl oo ) sag e
Con bl Yl Jad)l @l e G S5 dgheadl Shall c¥las
@ B A Ly Ay Ll CV e (e haTs sadll o Lgd (e
OsSs L) A e cballl gl dshuadl 2hall O e 8aY) Gyl

Adg il e Lol cleladll b duals daals

( 10 ]



L B Al mad) ) cilangal Apalaidy) g dpaband) il |a3))
3 gana Gdll A plasdi 3
okl Heua a3

L A g Ao LaiaV) g Ailaady) & gall g sl jall Judll ()5 Alaa

db (& Ly (& Arad Sleall L8 o dubuddl alall Jig el
Juin¥) e i) (JBal Jaser ed Ll i€ alasied & aassilly didd)l
Sl Giliay Gy VoYY Gle 3 %Y sy yead) g Uil 8 g <Y
i s Jhle Ve s ) gie dasll) s
i (3 o ] (30 0 0 | e | a5

of et B huadl 0 Glaaga e Lty Ashuad) Whall cojad
Ll LS ol saaeie Wl @l clbelall el Jelidly L5)shall dall clels
@laid¥ly elan¥l Gl 2 B Jaall pe sl 4 L na
Ly o A dpabd) Sbelal) 5ol Gae o Lady BUa gV cboussnlls
Pl 8 Shuad) GeY) Cilaagal daii€

Laylag Lis)s Lguihalgag Algal) daan uaghy A8 deje; -

aihall il duladl il o0 sl Ldle Aol daew aagn e
@ L b dhual) Cileaglly hall HuQl LEY) aad L A Ayl
& Onblsall A8 Cinal i (AN G zylally Jalal b Algall 8ysea s ) el
o il (50 5aY) (agilSlians agiln Llan o Ainlly dum il Algal) )38
sliadl) aal Cus i) e debaill e cuiblsall e uS ae Cigie
Lo 13 daly Ljoas (b Guikalsall e paS gl (6] (3ly Cagd jaan (i)
lal i) Gas by 8 o) Jontl) Adee ki oLl € die <y
e Lele Labuad) aihall saladll salll s b ¢ Y] 13a 3 Ladagll il paladlls
o) e b et (gl Jalal e ZRN b OSE Jae et Vs (Ve

9 Daily Trust: Banks Lost N10bn to Cyber Fraud in 2023, 19 April 2024,
at: https://dailytrust.com/banks-lost-n10bn-to-cyber-fraud-in-2023/

©7 Folashade B. Okeshola and Abimbola K. Adeta: “The Nature Causes and
Consequences of Cybercrime in Tertiary Institutions in Zaria- Kaduna
State, Nigeria”., in American International Journal of Contemporary

( 104 ]




dasae dale Aga— Ao lain¥) g il & gandl g ciluad jall Juil) 531 9 Adaa
(ISSN: 2536 - 9555)

draw 2385 (A bl aihall aalud G (Golailly @lShally ddall L)
alud) o a8l el a8 el 5 13 af @y (Llgns L) Liad al,al
Laloghy e caliy 8 @l b ol Auhua) 2hall e Ll
oy e o 135 Aol cllels o LoDl b Ly dady daabiagng
G M bpas 8 Shuadl 0e¥) Gla) o3 cdal e (il b Lgaikilge
D S0 Jgaveal (ol o paiicndd) o o€ aae (gl Laling du)lly i) (e dlls
by Ly Gt (5 cal Amli ey (Malpall b L Talasiad
o dalaill (e Cagdlly SLaN) e dlls B ) LeaSisag dabundl el 15
& Jadlls Oopenall Gsilaloall dgals e o daly cale (< Alall oda ikalse
delis b alall 8 2l iliges aan nil) Ghlsall maal Cum ¢ Jal) gl
iy DS Tians anlyy iy 388 13l e (pman Olalse 43 L i) e ol
sl cleleall gl Untiye f Slaiae Yina Gl 4 iy adige 558 Aglae
S by ey Al e b Al huall wbal S5 A @l
LAl el ilaludly 83629 U (e Lo Byl
i) A Gladd) poadly daihaed) athad) Gl s (Sl LT -G
Ahall el S ) elan¥) dualgll Qilust aulgll L) o
o Ll e S p Ul Saias 13 oo a8y Ly (B QLA G dhuul)
G obdl) (e ads an ) e eag 3y el el 8 AL el dal
G35 ojiny N ¢ Cuihund) Grapmall Gigiea ) alacadl dupaall (e laway)
Lo DESs oot d of maal) (o im Lpan) dad) ) canl) e Sl

Research (New York: The Brooklyn Research and Publishing Institute,
Vol. 3, No 9, September 2013), pp. 111- 112.

Y Alex Omojo Okoru and Ochuko Oluku: “Cybercrime, Crime Security and
National Development in Nigeria”., in FUOYE Journal of Criminology
and Security Studies, (Oye: Federal University Oye-Ekiti, Vol. 3, No. 2,
2024), pp. 97- 98.

9 Ibid, p. 98.

()



L B Al mad) ) cilangal Apalaidy) g dpaband) il |a3))
3 gana Gdll A plasdi 3
okl Heua a3

L A g Ao LaiaV) g Ailaady) & gall g sl jall Judll ()5 Alaa
B S o 050 agihaad 2y olaad @Al J ) s & gl
dalsall Sl e ay iyl alhe Slaml of ) slay) as Ly
ali jig Cua clpaa b QLA G e dahudd) Klball LY Bial)
bl QY B2l Lgigartion ¢pdl) (i) cajnal duad Ay ekl
bl Ly 8 G pCY) alaall rads Vel e sdle Ldegydall e
Gligp oo @il LS Luln a5 ¥ L Wy (el e LIS G 2l
Jeadl e plaiilly L) ) W) 138 Jas oy agiladil Al o (perdiodl)
o el WS damSe je degyie pe dbil Aldl o) s o
(N pds Bl e Anbd) Wilal) Ll
(Al Ciial) iani Balijs cila Yy dsailall mag Y —¢
B i) Cus cdaihuad) 2hall dawi )l lelall o] sl Cid) ey
Sl lad il elaa¥) Jealsill dilag Cadagiy aladiud o5 38 4l @l
S5l s e Gle ally aladl il clgiaadl (e e i e b
gheall el e Jle i daly Ly A 5asasell L8Y) cilelaall Calise o
Jilay pladial) o3 Cos cbpaa (8 3leylly Guehall G Sl Al el
eelly ) A8laYly s A s adl e phaall gl e laa¥) Jualsil
b Y some Ty us Gl Lo panaill Jhuall sladll aladiud &
Gl meal (Gl 13 By el IS e dulay) Jlel QIS
Oe daly Bacldl) s Loy anadlly yall isady (9 A1 Gueailly  Shuad)
el slaadl) aladiuly s L Lysd 8 &bl 2l ilels jladly 5

“9 Juliet Jenebu Obajobi, Francis Ojima Akoji, & Chubado Umaru: “Impact of
Cybercrime on National Development: A Review on Nigeria”., in Lapai
Journal of Humanities, (Lapai: The Department of History and
International Studies, Ibrahim Badamasi Babangida University, Vol. 13 No.
1, June 2022), p. 61.

“ yakubu Ajiji Makeri: op.cit., p. 319.

[ 1 ]



dasae dale Aga— Ao lain¥) g il & gandl g ciluad jall Juil) 531 9 Adaa

(ISSN: 2536 - 9555)

ngloaal) Clgagill an A3 dula)Y) Glabaiall dugiae 53y Jlga¥) calhal
GLas) &y Auly) aha S delen of SAL paag (Dl e
i) ¥oo g Al i) Pla L 8 Glaill audy S jsaas
S Jralis Caspes cdlgall (el 8)l35 plsd aha sSor delen RN (Y OIY ole
g8 <8 Lo 13a Jaly el 21 olaads agiiglic @b 3 Lo Yohws To (0
Al agill oY) o taia ISt alally caapd iy culginnall sliad fas
.(”‘)dgs

Alaal) cilagheall jLiily Algall agll) (1Y) wagh -2

lgilas wed) 3 o) Badeie Bakead) asaleall (o oasdl) (V) asgde i
O 82 Slalgals lalgia) g (Jd (53 0o ST IS 5aY) Sl Pla
OaY) pandl Gy ity gl GaY) asehe maag G ofald s
tolic e sl

Szt oyl 88 B e ool slmieV) e lgsndy Lgaaally Algall dles
Aolly AN, TaelanYly doSually dpaldly ala)) mllasd dlea (e
S G B lly ddaa o Luial jalas ge Balall Gleagll (e dagall Asall
Jio ) el (S Alal) el 23g8 Ml clladl) da e i 5f (ST
LI se ff Lee Jilug Alaall o3

“2) Juliet Jenebu Obajobi, op.cit., pp. 60- 61.

@) Tope Shola Akinyetun: “Poverty, Cybercrime and National Security in
Nigeria”., in Journal of Contemporary Sociological Issues, (East Java:
the University of Jember, Volume 1, Issue 2, 2021), p. 15.

“¥ Daniel S. Papp and David S. Alberts: “National Security in the Information
Age: Setting the Stage” in David S. Alberts and Daniel S. Papp (eds):
Volume II. Information Age Anthology: National Security Implications
of the Information Age, (Washington, DC: office of the assistant secretary
of defense, command and control research program (CCRP), 2000), p. 10.

[ 1y ]



L B Al mad) ) cilangal Apalaidy) g dpaband) il |a3))
3 gana Gdll A plasdi 3
okl Heua a3

L A g Ao LaiaV) g Ailaady) & gall g sl jall Judll ()5 Alaa
IS 2kt e ade (g5t Ly Ayl wihaldl SLIE) ol 38 ¢ inall 13gas
oas Lpaaily ale (€0 Apall cagil) el L) all 1€ Laats Taags
G G Wnss b o)l agdall gty LinglgiSall mpud) asiill (gol Cus cdals
RSl ase Plasal Ladasig ol ST lpasaal cpill ccui i) cajaal 5y Jou
il sha¥ @il QWY sl cibihy o) A obs A dusgll oo
O e Mlly LAl 8 Al Glga clily G Giagiad dagias Cileads
D e 5uS BT L) 5al) @il 8 Ul GlaY syl kil
aed A figel) Aadaly lSos canaal aily ap Sal) cliglly cilalandl)g
Blaal ¢ Jisailly ¥ LatV) ilasiy d8lal) Sl @Iy 6 Lay cuguall dsasl il
lgibilaad Lalal) ISHall Jing LagSal) Jagat a4l WS i) o yaal Lansy
vax e ddaliall cllall ediy ddye clblee caelad (dpdy Glai )
el G e el saaie Gl 4l Lo osa Ghall AoSal) clile
Cilagleall gg58al e il s of oSe el U iyl Valsl
—Ulaall sy 8 G (Il P! ) o my) ame JB e A5 el
& Apadl Sl Gsman of s e Jgemnll =558 @lSHa 5l 2l 1958 olsm
L0 3g0dl) (g

“ Omolola Tobiloba Adisa: “The impact of cybercrime and cybersecurity
on Nigeria's national security”., Master Thesis, (Prague: Faculty of Social
Science, Charles University, 2023), pp. 23- 25.

@9 Peter Grabosky: “Organized Cybercrime and National Security”., in Russell

G. Smith, Ray Chak-Chung Cheung and Laurie Yiu-Chung Lau (eds),

Cybercrime Risks and Responses (London: Palgrave Macmillan, 2015),

pp.74- 75, available at: https://doi.org/10.1057/9781137474162_5/ accessed

on 12/ 08/2024.

Simon Handler and Liv Rowley: The 5x5—Cybercrime and national

security, available at: https://www.atlanticcouncil.org/commentary/the-

5x5-cybercrime-and-national-
security/#:~:text=%E2%80%9CCybercrime%20impacts%20national %20se

curity/ accessed on 3/ 08/ 2024.

[ iy ]

@47




dasae dale Aga— Ao lain¥) g il & gandl g ciluad jall Juil) 531 9 Adaa

(ISSN: 2536 - 9555)

exiall 3RVl 4 gyl e Jseagl o) il oS cpain L ) Talials
Gl osdl) V) 23 A dalgall 50 e Bl dulead) Gl zetedls
VS Jie Ll Clasgall agodll Cidgivn Lodiad (Gl 5yfa 5)gum
bl g8y i) b Jiayy S Hhad @l Sl Glassgall sl il ylasa)
b3 (Jia CRESH dy ()l 8 o Al elgu dulae clelen (gl 8 Ay
D% Y (55 Anlaall gl i Les cAopall gl Clasliul e cilig Al
@25 o oSar el e sdles Al ) iy Agal) igal culalatial Jes oy
I pdy Leblaty da)lanal) Glaghall pas @lilee (4 duhudd) ool
S dplall dghlanay) clled) Aie la e bl (e Alls Gigas
oo Alie Jhal M85 ddee Janoy cAlliadll Gilagladdl HLEy okl age s
DB ol Y Byl aas Ly AasSall it el e a (lSa Dgaaall
22 (S Sl lilall 3R 888 Gelam asill GaY) e Lubuudl Ll
Glasted) e eV DA e @lldy cdandl i) Lalill (e Glall 2l 25l
Losbswgaal) KA (caighs (e aseadl) Vo oS @A Y1 il Lyl
ades lShyd Aald) ) Asaleshall linglaall (pe cAdbide il 8 Ldgiis Aol
L93 JET e @l e daadledl cleaiad) e 3saill i

.

il

il el HaS 13ag3 IS Aubud) Clasglly wiball o duball Ciaial
sl o) Aahall cpelal My L uilagll (1 Slall s gl (el sl
(Hally A Gugiad) o dleall slail Ao Jedlls ol Lnglyi€all aladiad
Sled e 02 Lo dait JleeY) ciladaiad Localal) 5ym8l) (mlaas) ) el Gus
@By Llall jadiiy Godiieall Cgin ) cal WS cclengl) o3 cha

“% Omolola Tobiloba Adisa: op.cit., pp. 62- 63.

()



L B Al mad) ) cilangal Apalaidy) g dpaband) il |a3))
3 gana Gdll A plasdi 3
okl Heua a3

L A g Ao LaiaV) g Ailaady) & gall g sl jall Judll ()5 Alaa

8yshall Zall Aaabud) Cilielsll e Dlisd Glalad) i cpalil) 26 ¢l
Gl Loy cdaloall Lgidlaany Whga (o dailly dlgall deanss LYl Gl Allg
DB e el pis oyl Joaill lmilials Jabd Ay Ala I el
hmad) il Lleal danslindy cilapd sae b bas o e ally A5
Glaaglly aihall aaal dobidl of VI g Shuall 5V Glange dadlSag
GV Y1 ale S i 8 e clie Ligs @y 5, @il DA Ll
135 byl il desiall Gagilal) JUSY) A jgealy chrn A O e S5
55 Ala 5o leles 53 aY) (DAl b2 dadlSa Gl i) o pall
Cile ganall 028 la of cildlly cdaihuadl whall ol S clelaally 230
20 gty Ll mig ) 4 Shuall cladl b e ciSay A b
Cug ggpdall e S elY) oy aball o2 dles Ao Gl e S
Hea¥) Sae @lly Al cilpll il A clelaal) Cilide G 4854
pbaii Ol (Glhidl 1 ey caiball @l Sye ddleay diadle e dpas)l
Ahall oSy Ay elaaVl dealsill Jlugy oDl el Hasiuy)
)il e aally aihall (e gall 3a dadlKe clghd 5l any agidlass Ll
s (8 dnled) daalai®¥l duslaad) Ll

el 5V gl dlaadly Adlall qalsell o Jsill oS Ll
Oty alai®Y) Lkl o el el e LgsS e Slmb (saall Basmy a3 Lijsas
O Ayrie jalsh il chlanu¥ly Glegleally Gulusally daad)ll Cliaiall 8 48
G Ll Sl xe gyl Aol §5a dadine pusi Laily prandl lguany
Lol Lgial Adluss dueliin) gty (ol Lyl gl e 5yl L]
Clad) ) daslse callaii LS cliiay Mald Taga (allats Cilgall 238 dallas ()
Glangdl) DB e sl Ak @lldy cdiaYly duclaa¥ly Lisglyally dualady!
cpdiall Gl 5aY) By G padl e Ll

[ 1o ]



dasae dale Aga— Ao lain¥) g il & gandl g ciluad jall Juil) 531 9 Adaa

(ISSN: 2536 - 9555)

ol od | duguili
| g | -2
) U allad) slal) BT aald) jlaa) : Shmad) GeY) aling )

https://web.archive.org/web/20240118014737/https://www.itu.int/en/IT
U-D/Cybersecurity/Documents/GCIv5/513560 2A.pdf

el ) Gaiady LaslsiCl o ol thiid) (B (Shaad) Oal) @laas LY
G YoYE /04 /2 (Y iy cdsad)l

https://gate.ahram.org.eg/News/4731124.aspx

Slslh DY) B Asls A Adbaad) iyl cCiagd (gl LT
A Y OYE [0d [T Y Y E sl oAy B

https://qiraatafrican.com/21857/%D8%A7%D9%84%D8%AA %D9%87

%D8%AF%D9%8A%D8%AF%D8%A7%D8%AA-

%D8%A7%D9%84%D8%B3%D9%8A%D8%A8%DE%B1%D8%A7%

D9%86%D9%8 A%D8%A9-%D8%A7%D9%84%D8%AA%DI%8A-

%D8%AA%D9%88%D8%A7%D8%AC%D9%87-
%D8%A7%D9%84%D9%82%D8%A7/

FIVETC | PSR
A) Books:

1. Ajayi, Kunle (ed), Readings in Intelligence and Security
Studies, (Ekiti: Intelligence and Security Studies Programme,
2015).

2. Alberts, David S. and Daniel S. Papp (eds): Volume II.
Information Age Anthology: National Security Implications of
the Information Age, (Washington, DC: office of the assistant
secretary of defense, command and control research program
(CCRP), 2000).

3. Colarik, Andrew M.: Cyber Terrorism: Political and Economic
Implications, (Pennsylvania: Idea Group Pub., 2006).

B) Articles:

1. Akinyetun, Tope Shola: “Poverty, Cybercrime and National
Security in Nigeria”., in Journal of Contemporary Sociological
Issues, (East Java: The University of Jember, Volume 1, Issue 2,
2021).

[ 111 ]



L B Al mad) ) cilangal Apalaidy) g dpaband) il |a3))
3 gana Gdll A plasdi 3
okl Heua a3

Ll s Ao Latia¥) g Aluady) &gl g sl jall G (315 Ala

. Brenner, Susan W.: “Cybercrime, Cyberterrorism and
Cyberwarfare”., in International Review of Penal Law (Indiana:
Marchal et Billard, Vol. 77, no. 3, 2006).

. Bruce M, Lusthaus J, Kashyap R, Phair N, Varese F, “Mapping the
global geography of cybercrime with the World Cybercrime
Index”, PLoS, Vol 19, No.4, April 2024, at
https://journals.plos.org/plosone/article?id=10.1371/journal.pone.0
2973 12#sec003

. Goel, Pallavi Murghai: “A Literature Review of Cyber Security”.,
in International Journal of Research and Analytical Reviews,
(Gujarat: Atman Publishing Academy, Vol. 6, Issue 2, April
2019), p. 136.

. Makeri, Yakubu Ajiji: “Cyber Security Issues in Nigeria and
Challenges”., in International Journal of Advanced Research
in Computer Science and Software Engineering, (New Delhi:
Advanced Research International Publcation House, volume 7,
issue 4, April 2017).

. Obajobi, Juliet Jenebu, Francis Ojima Akoji, & Chubado Umaru:
“Impact of Cybercrime on National Development: A Review on
Nigeria”., in Lapai Journal of Humanities, (Lapai: The
Department of History and International Studies, Ibrahim
Badamasi Babangida University, Vol. 13 No. 1, June 2022).

. Okeshola, Folashade B. and Abimbola K. Adeta: “The Nature
Causes and Consequences of Cybercrime in Tertiary Institutions
in Zaria- Kaduna State, Nigeria”., in American International
Journal of Contemporary Research (New York: The Brooklyn
Research and Publishing Institute, Vol. 3, No 9, September 2013).
. Okoru, Alex Omojo and Ochuko Oluku: “Cybercrime, Crime
Security and National Development in Nigeria”., in FUOYE
Journal of Criminology and Security Studies, (Oye: Federal
University Oye-Ekiti, Vol. 3, No. 2, 2024).

. Orji, Uchenna Jerome: "The African Union Convention on
Cybersecurity: A Regional Response towards Cyber Stability?".,
Masaryk University Journal of Law and Technology, (Brno:
Institute of Law and Technology, vol. 12, no. 2, Fall 2018).

10. Veerasamy, N.: “A High-level Conceptual Framework of Cyber-

terrorism”, Journal of Information Warfare, (Virginia:
Peregrine Technical Solutions LLC, Vol. 8, No. 1, 2009).

[ 1y ]



dasae dale Aga— Ao lain¥) g il & gandl g ciluad jall Juil) 531 9 Adaa

(ISSN: 2536 - 9555)

C) Thesis:

. Adisa, Omolola Tobiloba: “The impact of cybercrime and
cybersecurity on Nigeria's national security”., Master Thesis,
(Prague: Faculty of Social Science, Charles University, 2023)

D) Reports

. Allianz Trade: Allianz Risk Barometer 2024,
at:https://commercial.allianz.com/content/dam/onemarketing/com
mercial/commercial/reports/Allianz-Risk-Barometer-2024-
Appendix.pdf

. ITU High Level Experts Group: ITU Global Cyber-Security
Agenda (GCA) High Level Experts Group [HLEG] (Geneva:
Global Strategic Report, 2008).

. IISS: Cyber Capabilities and National Power Report, Volume
2, 2023, at:https://www.liss.org/research-paper/2023/09/cyber-
capabilities-national-power-volume-2/

. INTERPOL.: Interpol African Cyberthreats Assessment Report
2024: Outlook by African Cybercrime Operations Desk, 3"
edition,
at:https://www.interpol.int/en/content/download/21048/file/24CO
M005030-
AJFOC_Africa%20Cyberthreat%20Assessment%20Report 2024
complet EN%20v4.pdf

. NCSI: National Cybersecurity Index: Nigeria,
at:https://ncsi.ega.ee/country/ng/

E) Internet Sources:

. Daily Trust: Banks Lost N10bn to Cyber Fraud in 2023, 19
April 2024, at: https://dailytrust.com/banks-lost-n10bn-to-cyber-
fraud-in-2023/

. Forbes: Cybercrime and The Challenge of Static Legislations
in Nigeria, April 2024, accessed on: 04/10/2024, at:
https://www.forbes.com/councils/forbestechcouncil/2024/04/29/cy
bercrime-and-the-challenge-of-static-legislations-in-
nigeria/#:~:text=An%20Increasingly%20Common%20Crime&tex
t=The%20Nigeria%20Communications%20Commission%20(NC
C.million%?20per%20annum%20to%?20cybercrime.

. Grabosky, Peter: “Organized Cybercrime and National Security”.,
in Russell G. Smith, Ray Chak-Chung Cheung and Laurie Yiu-
Chung Lau (eds), Cybercrime Risks and Responses (London:

[ o)




L B Al mad) ) cilangal Apalaidy) g dpaband) il |a3))
3 gana Gdll A plasdi 3
okl Heua a3

L A g Ao LaiaV) g Ailaady) & gall g sl jall Judll ()5 Alaa
Palgrave Macmillan, 2015), available at:
https://doi.org/10.1057/9781137474162_5/
. Handler, Simon and Liv Rowley: The 5x5—Cybercrime and
national security, available at:
https://www.atlanticcouncil.org/commentary/the-5x5-cybercrime-
and-national-
security/#:~:text=%E2%80%9CCybercrime%20impacts%20natio
nal%?20security/ https://dailytrust.com/banks-lost-n10bn-to-cyber-
fraud-in-2023/ https://ncsi.ega.ee/methodology/
. Hua, Jian, & Bapna, Sanjay, “The Economic Impact of Cyber
Terrorism”, Journal of Strategic Information Systems, at:
https://www.researchgate.net/publication/261860155_The_econo
mic_impact_of cyber_terrorism
. Ibrahim, Umaru: The Impact of Cybercrime on The Nigerian
Economy and Banking System, available at:
https://demo.ndic.gov.ng/wp-content/uploads/2020/08/NDIC-
Quarterly-Vol-34-No-12-2019-Article-The-Impact-Of-
Cybercrime-On-The-Nigerian-Economy-And-Banking-
System.pdf/ accessed on 28/ 07/ 2024.
. Idowu, Oluwafemi Amos, Cybercrimes and Challenges of Cyber-
Security in Nigeria, International Journal of Sociology and
Development, Vol3, No.1, at:
https://www.academia.edu/50170416/Cybercrimes_and_Challenge
s_of Cyber_ Security in_Nigeria
. Jackson, T.C.B & Ene, Robert W., “Cybercrime and the
Challenges of Socio-Economic Development in Nigeria, Journal
of Researches in National Development, Voll2, No.2, at:
https://www.researchgate.net/publication/313361300_CYBERCRI
ME_AND_THE CHALLENGES OF_SOCIO-
ECONOMIC_DEVELOPMENT _IN_NIGERIA
. Kelley, Patrick, Evolution of Cyber Attacks and Their
Economic Impacts, 2022, at:
https://doi.org/10.36227/techrxiv.21670718.v1

10. NCSI: National Cybersecurity Index: Methodology, at:

https://ncsi.ega.ee/methodology/

11. Obura, Ken: Cyberspace is the latest conflict frontier in

Afrika, 2ond June 2018, available at:

[ 114 ]



dasae dale Aga— Ao lain¥) g il & gandl g ciluad jall Juil) 531 9 Adaa

12.

13.

14.

15.

16.

17.

18.

19.

20.

(ISSN: 2536 - 9555)

https://www.iafrikan.com/2018/06/22/is-cyberspace-the-latest-
conflict-frontier-on-the-african-continent/

Owiny, Moses: The politics of Cyber Security policy making in
Africa: The Case Study of Uganda, available at:
https://thecfma.org/wp-content/uploads/2019/10/Securitization-
and-the-logic-of-Cyber-Security-policy-making-in-Africa.pdf/
Rouse, Margaret: Definition of cybersecurity, available at:
https://searchsecurity.techtarget.com/definition/cybersecurity/
Saidu, 1. R., etal., The Challenges of Security Threats in Nigeria
Cyberspace, FUDMA Journal of Sciences, vol.5, No.l, March
2021. At: https://doi.org/10.33003/f]s-2021-0501-554

Schia, N.N., and Gjesvik, L., Managing a Digital Revolution-
Cybersecurity Capacity Building in Myanmar, 2018, at:
https://nupi.brage.unit.no/nupi-
xmlui/bitstream/handle/11250/2563201/Managing%?2ba%?2bdigita
1%2brevolution.pdf?sequence=1&isAllowed=y

Schiliro, Francisco: Towards a Contemporary Definition of
Cybersecurity, 2022, available at:
https://doi.org/10.48550/arXiv.2302.02274/

Sesan, Gbenga, etal,: Economic Cost of Cybercrime in Nigeria,
University of Toron, 2023, at:
http://www.opennetafrica.org/?wpfb_dI=7

Statista: Estimated cost of cybercrime worldwide 2018-2029,
at:  https://www.statista.com/forecasts/1280009/cost-cybercrime-
worldwide

The Economic Times: Definition of" cyber security' available
at: https://economictimes.indiatimes.com/definition/cyber-
security/

Yadav, Hetram and Gour, Shashant, “Cyber Attacks: An Impact
on Economy to an Organization”, International Journal of
Information & Computation Technology, Vol 4, No. 9, at:
https://www.ripublication.com/irph/ijict _spl/ijictv4n9spl_11.pdf




